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H. Intel Delivers 17-Qubit
computer works Superconducting Chip with Advanced
P Packaging to QuTlech

IBM achieves an important milestone with new quantum computer in the cloud.

s Eagle’s quantum performance B
ew chip was
Hello quantum world! Google progress Bormance.

publishes landmark quantum
- Last November, IBM Quantum announced Eagle, a 127-qubit
Supremacy Clalm quantum processor based on the transmon superconducting qubit

The company says that its quantum computer is the first to perform a calculation that architecture. The IBM Quantum team adapted advanced

would be practically impossible for a classical machine. semiconductor signal delivery and packaging into a technology

node to develop superconducting quantum processors.

NXP, eleQtron and ParityQC Reveal their First
Quantum Computing Demonstrator for the DLR

Quantum Computing Initiative

May 30, 2024 2:00 PM CEST (UTC+2) by NXP Semiconductors Prese Dalasea

Quantum error correction below the surface code threshold

Google Quantum Al and Collaborators

SHARE * NXP, eleQtron and (Dated: August 27, 2024)
L 4 QUANTUM COMPUEL . e
in + It was commissioned by the DLR Quantum Computing Initiative (DLR QCI) to
f expand the quantum expertise of its partners from research and industry
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Security impact of
quantum computers

“This document specifies the bare-minimum
securitel requirements expected of System-on-

Chips (SoC) across multiple markets.” [1] arm attorm sty Resurments
Cryptographic Identity Rollback Protection Asymmetric Symmetric
Security Lifecycle Security By Isolation
Attestation Secure Interfaces
Secure Boot Binding

Secure Update

algorithm that meets at least 128 bits
of security.”

Trusted Services

@ “All use of cryptography must use an

3 | NXP | Public [1] Arm Platform Security Requirements 1.0 (DEN 0106)



Quantum potential to
destroy security as we
know it

Confidential email messages, private documents, and
financial transactions

Secure today but could be compromised in the future, even
if encrypted

&

Firmware update mechanisms in vehicles
Could be circumvented and allow dangerous modifications

Critical industrial and public service infrastructure

(for healthcare, utilities, and transportation using internet
and virtual private networks)

Could become exposed — potentially destabilize cities

Y @

Audit trails and digitally signed documents
associated with safety (auto certification and
pharmaceutical authorizations)

Could be retrospectively modified

The integrity of blockchains

Could be retrospectively compromised -

could include fraudulent manipulation of ledger and
cryptocurrency transactions

PO
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Post—qucmtum versus quantum crypto

Classical computer Quantum computer

A
—

5 | NXP | Public



. | Run on
Requirement classical hardware

R : t2 Be secure against adversaries
equiremen armed with classical computers

Post-Quantum

Cryptography

Be secure against adversaries
armed with quantum computers

Be secure against Side-Channel Analysis (SCA)

Requirement 4 and Fault Injection (FI) attacks




Is Post-Quantum Cryptography relevant for you?

Standards & Compliance

Secure
Updates

y Q:L“\‘.Z ation for .
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Post-guantum
crypto standards
are coming

It doesn’t matter if
you believe in
quantum
computers or not
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PQC Algorithm Standardization Key Exchange

Digital Signature
ML-KEM FIPS 203
(Kyber) <o
NIST ML—(BﬁQhI?ILI;’;)204 Further NIST Push from EU to
SP 800-208 PQC Standards include additional
Stateful Hash-Based sl P Al 208 Round 4 KEM, schemes in ISO
+ i -
Signature Schemes (SPHINCS+) Signature On-Ramp standard
' 2025- 2023-2030
NIST NIST i\{.zo.co\' |
2024 l 2025-2028
XMSS NIST PQC FN"?FSO’I*ICE('DPnSfOG Asid FrodoKEM
PQC standards from
LMS Standards Chinag, Korea and Classic McEliece

India expected
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New algorithms and standards

®)

-t

X

FIPS 203 FIPS 204 NIST Special Publication 800-208
Foderd Mlummation Procomsayg Stasdanh Poldication Fetwral Infmmanion Processmg Stavtards Pulsbe stam St Polfication
Module-Lattice-Based Module-Lattice-Based Digital Recommendation for Stateful » .

ised Digital Signature

Key-Encapsulation Mechanism Standard

Cotegury: Computer Socerty Sabcetogory. Cryptograpdry

Signature Standard

Category: Computor Secimsty Sobratugery: Cryptography

Hash-Based Signature Schemes

Sutcategory. Cryptography

T David A Cooper
Dentiel € Apon
” uyrd 1. Dy
e Michae! S. Duvilwm dag
Moms ). Deockm
o
) T p " ' Carl A Ml
s vy, AINTS
..... Avgrs
oF This pebslicatiom i svailable free of dhargs from
f" \ Porps ol e 1O BIASNIST S0 $00. 210
. $ .
%o’j
LS Departowat of Cammsnis U Depatsent of Caneneves
Norserad rirvnste of
Seredbardy wred terhnabagy ~

T T R

Natioest bumtuts of Stamtuts st Techuhogs

Key Exchange [ Encapsulation

More ongoing and upcoming! FIPS 206, Round 4, On-Ramp, ISO, etc..

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
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https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.205.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-208.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-208.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-208.pdf

PQC migration guidance

SR USA (NSA)
NSA recommendation available
Commercial National Security Algorithm Suite 2.0
Begin transitioning immediately

PQC FW signature supported by 2025 CNSA 2.0 Timeline

PQC transition complete by 2030 using SW update
2022 2023 2024 2025 2026 2027 2028 2029 NEN) 2031 2032 L5}

Software/firmware signing ANANARANAN
Germany (BSI) Web browsers/servers and cloud services ~%
BSIflrstrecow&nghsh) Traditional networking equipment ()
BSI considerations (German)
. . . . Operating systems e ———
Expectation is that beginning of 2030s, a relevant
quantum computer is available to be a threat for Niche squipment IR E——
hlgh—secure Gpp“COthﬂS Custom application and legacy equipment S
“QKD is only suitable for specific use cases”
s CNSA 2.0 added as an option and tested
s CNSA 2.0 as the default and preferred
France (ANSS') © Exclusively use CNSA 2.0 by this year

PQC recommendations for security products

“As soon as possible” when long-lasting protection
is required

Others to migrate to classic-PQC hybrid in
2025 - 2030

Switch to PQC-only expected by 2030

1 | NXP | Public



https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Migration_to_Post_Quantum_Cryptography.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Crypto/Migration_to_Post_Quantum_Cryptography.pdf?__blob=publicationFile&v=2
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Broschueren/Kryptografie-quantensicher-gestalten.pdf?__blob=publicationFile&v=5
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Broschueren/Kryptografie-quantensicher-gestalten.pdf?__blob=publicationFile&v=5
https://www.ssi.gouv.fr/uploads/2022/01/anssi-technical_position_papers-post_quantum_cryptography_transition.pdf
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Impact PQC on our eco-system

Data Centers
Millions

Ultra
Low Power

Large
Processing
Power

System

Security

End Devices
Billions

Functional
Safety

Huge
memory
& power

Real-time

Data collection, processing and decisions at the edge

Devices securely connected to the cloud

| NXP | Public

No Silver Bullet
If a crypto scheme was better, we would have standardized
this already

Cryptographic Keys
Orders of magnitude larger.

In the final: up to 1.3MB
Winners: up to 4.8KB

(ECC: 32 bytes, RSA: 384 bytes)

Performance
Varies: some faster some significantly slower.
SHA-3 is a dominating component (~80%)

Memory

Orders of magnitude more:

up 100KB memory of RAM when executing

NXP has dedicated implementations reaching ~16KB of RAM

Bandwidth & Power

Larger signatures (up to 4.6KB)
- more bandwidth required

- increase in power usage



See pgm4 open source project for benchmarks! [A]

TeCh niCCI| CISpeCtS Of new Cllgorith msS Assuming Cortex-M4 @ 200 MHz software-only.

For LMS numbers taken from Campos et al. [B]

EC-P384 “Fast” “Fast” EC-P384
FIPS 203 (ML-KEM) Yes 24008 1184 B 1088 B FIPS 203 (ML-KEM)
mnmnn-m
ECDSA-P384 “Fast” “Fast” ECDSA-P384
FIPS 204 (ML-DSA) Yes 40328 1952 B 33098 FIPS 204 (ML-DSA)
FIPS 205 (SLH-DSA)*** Yes 77s 96 B 48 B 16 224 B (SLFHIF:%§/3)5***
SP 800-20 (LMS/XMSS) Yes **(Stateful) 19 s 48 B 48 B 1860 B ?LT\A%C}?(;AstS%

* NIST Level 3 parameter sets
** Significant reduction possible by increasing memory consumption for state
*** New parameter sets coming that will improve performance & signature size!

[A] pgm4; pgm4/benchmarks.md at master - mupg/pgm4 - GitHub
13 | NXP | Public [B] Campos, Kohlstadt, Reith, Stéttinger; https://eprintiacr.org/2020/470.pdf



https://github.com/mupq/pqm4/blob/master/benchmarks.md
https://github.com/mupq/pqm4/blob/master/benchmarks.md
https://github.com/mupq/pqm4/blob/master/benchmarks.md
https://eprint.iacr.org/2020/470.pdf

: , y .
Typical embedded use cases for new algorithms
s s aveaos v

1 secure Boot v % 7 v

P Secure Update v v v v

§ Secure Attestation x v x x

g Secure Debug [ Test v v x x
§ Certificates (PKI) x v 7 R

Runtime Crypto API v v v v

1 TLS 1.3 (Hybrid) o vk x x

§ IKEV2 (Hybrid) v v x x

g GSMA eSIM 4 v x x

| GlobalPlatform: TEE/MCU v v v v

* Signatures for client authentication excluded from initial proposals, discussions ongoing
** possible but the number of issued certificates should be carefully managed (e.g, Root CA)

14 | NXP | Public



Recommended use cases for new algorithms

S| T
~| 3|8
FIPS 203 (ML-KEM) g % S FIPS 204 (ML-DSA)
J x
it =
= < ~—’
v =
z | 2|8
Key Establishment v v v |V Key Establishment
Digital Signatures (Generic) x  x  x  x Digital Signatures (Generic)
Firmware [ Software Signing x x x x Firmware [ Software Signing

S| T

~ 3|8

FIPS 205 (SLH-DSA) 3|2 |9

1L | =

= < St

v —

Z | 2|2

Key Establishment x x x x Key Establishment

Digital Signatures (Generic) v | x|V Digital Signatures (Generic)
Firmware |/ Software Signing v | x| v |V Firmware / Software Signing

Only with carefully managed maximum number of issued signatures

15 | NXP | Public

AN NIST (Std.)

AN NIST (Std.)

SRR NSA (CNSA 2.0)

3 NSA (CNSA 2.0)

x

<

AN " BSI (TR-02102-1)

AN " BSI (TR-02102-1)

NIST

MNational Institute of
Standards and Technology

Pubiic-key

CNSA20 | [
= 0 I

Software and Firmware Updates
anded Mathw Cigratice e (X}



What is the impact on the billions of embedded devices?

738 M

A

o8\ \ e

Communication
Infrastructure

B T

loT Edge & end nodes
from 6B units in 2021
to 12B units in 2025

o - A breas E @ O

Smart mobility Tags &
(MIFARE) cards Authentication

Automotive Industrial & loT Mobile

70% connected
cars by 2025

Tagging 60B products per Secure anchors & services for
year by 2025 40B processors

Automotive eGovernment Bank cards Readers Mobile

16 | NXP | Public



What is the

impact of PQC on
Industrial loT?




From theory to practice: small-memory implementations

Do these implementations actually run on embedded systems?

Runtime RAM
Sign 19 ms 50 kB
Dilithium-2
Verify 7 ms
Sign 31 ms 69 kB
Dilithium-3
Verify 12 ms
Sign 42 ms 123 kB
Dilithium-5
Verify 21 ms

18 | NXP | Public



From theory to practice: small-memory implementations

Do these implementations actually run on embedded systems?

B BTl

Runtime Runtime Runtime
Sign 19 ms 50 kB 61 ms 5 kB 3.2X 10.0x
Dilithium-2
Verify 7 ms 16 ms 3 kB 2.3X 3.7x
Sign 31 ms 69 kB 119 ms 7 kB 3.8x 9.9x
Dilithium-3
Verify 12 ms 29 ms 3 kB 2.4x 3.3x
Sign 42 ms 123 kB 168 ms 8 kB 4.0x 15.4x
Dilithium-5
Verify 21 ms 50 ms 3 kB 2.4x 4.0x
All Dilithium parameter sets will fit Price: factor 3 to 4 in performance
on a device with ~8KB memory. HW accelerators

19 | NXP | Public [A] NXP PQC: Bos, J.W., Renes, J. and Sprenkels, A, 2022. Dilithium for memory constrained devices. In International Conference on Cryptology in Africa (pp. 217-235)



From theory to practice:
Secure implementations

20 | NXP | Public

Side-Channel
Attacks (SCA)

£} ?
ﬁ

Fault
Injection (FI)



Embedded cryptography and implementation attacks

Attacks

Deep understanding
in both academia
and industry.

21 | NXP | Public

Classic Cryptography

AES 3DES
DSA.. ECDSA
RSA ECC

Countermeasures

Practically secure
and certified
implementations.




Embedded cryptography and implementation attacks

Attacks

Deep understanding
in both academia
and industry.

Active research area
resulting in increasingly
powerful attacks.

Y

22 | NXP | Public

Post-Quantum Cryptography

Countermeasures

Classic Cryptography

AES 3DES
DSA.. ECDSA
RSA ECC

Practically secure
and certified
implementations.

Lylois Early stage of

Dilithium ... i

SPHINCS+ academic research.
Limited industrial results.

sy 87



Fujisaki Okamoto transform

H
CPA CPA -
C [preerereees > I Pl P feecrrinnan > N SN T > ——
Decryption : Encryption
'
....................................................................................................... > ? T
Fujisaki, E. and Okamoto
Transform a scheme which achieves IND-CPA T, Secure integration of
(“chosen plaintext attack”) security to reach IND-CCA asymmetric and symmetric
(“indistinguishability against chosen-ciphertext attacks”) security encryption schemes, CRYPTO

1999 and JoC 2013

23 | NXP | Public



The SCA Problem of the FO-Transform

&
® Attack 1: Chosen Plaintext
« Attacker inputs only valid ciphertexts

- Attack focuses on CPA Decryption, everything after (and including) | P | is public
« Only need to protect CPA Decryption

Sensitive
Known
‘ ‘ by attacker

CPA l CPA - '

C [prmereeeees S Fesseeeeess PP e S Feeessssann| SN od I > ——

Decryption : Encryption
| ,
L L o 2 |

Ciphertext ]
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The SCA Problem of the FO-Transform

% Attack 2: Chosen Ciphertext
« Attacker inputs specially-crafted invalid ciphertexts
- Attack focuses on CPA Decryption + everything after (and including) is potentially sensitive
« Potentially all (or most) modules need to be hardened

Guo, Johansson, Nilsson. A key-recovery
timing attack on post-quantum
primitives using the Fujisaki-Okamoto
transformation and its application on
FrodoKEM. In Crypto 2020.

Leaks
about
l ............................................................................................................... ;
i PK 100
T CPA L Sl  CPA LM [ = | {2
I Decryption Encryption o
InVO“d ....................................................................................................... > ? ....... >
Ciphertext
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From Theory to practice: Secure implementations (NXP PQC Team)

Only with carefully managed maximum number of issued signatures

First completely masked implementation of Kyber [ FIPS 203 !

2021 TCHES Masking Kyber: First- and Higher-Order Implementations

2021 RWC Post-Quantum Crypto: The Embedded Challenge

2022 TCHES Post-Quantum Authenticated Encryption against Chosen-Ciphertext SCA

2022 RWC Surviving the FO-calypse: Securing PQC Implementations in Practice

2023 TCHES From MLWE to RLWE: A Differential Fault Attack on Randomized & Deterministic Dilithium
2023 TCHES Protecting Dilithium Against Leakage Revisited Sensitivity Analysis

2024 RWC Lessons Learning from Protecting CRYSTALS-Dilithium T—

2024 TCHES Exploiting Small-Norm Polynomial Multiplication with Physical Attacks

2024 RWC Challenges of Migration to PQ Secure Embedded Systems

Completely masked implementation of Dilithium [ FIPS 204 !

26 | NXP | Public [A] Submission Requirements and Evaluation Criteria for the Post-Quantum Cryptography Standardization Process



https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/call-for-proposals-final-dec-2016.pdf

Hybrid migration

“NIST will accommodate the use of a hybrid key-
establishment mode and dual signatures in FIPS 140
validation when suitably combined with a NIST-
approved scheme “

Transition Period

ECC / RSA benefit from decades of
cryptanalysis including logical /
physical attacks

22}

“ the BSI does not recommend using post-quantum

Can combine security of both in a :
cryptography alone, but only “hybrid” “

hybrid mode

Hybrid Signed Container

Image “ the role of hybridation in the cryptographic security

is crucial and will be mandatory for phases 1 and 2.

ECC Sig.

public key cryptography [..] would strongly benefit
from the introduction of new alternative algorithms. “

Fm—m—m—m— ===
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NXP S3 vehicle network processor with PQC integration

Our target platform: S32G274A *

3 Lockstep Arm® .
Cortex®-M7 Microcontrollers + Integrate PQC secure
: : signature verification

4 Cluster Lockstep ; :
Cortex-A53 Microprocessors + Protection against Fault Attacks

+ 8 MB of System RAM + Enable PQC secure boot

« Network Accelerators (LLCE/PFE) « Secure Over-the-Air
(OTA) updates
« Secure vehicle and driver data

- Hardware Security Engine (HSE)
+ ASIL D Functional Safety Support i

______________________________________

o%. SAFE

%’ ASSURE Y ASSURANCE
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http://www.nxp.com/S32G2

Benchmarks for authentication
of FW sighature on the $32G2

Performance (ms)

o W T e
Ll o | oo e | s

RSA 4K
ECDSA-p256 64 64 6.2 0.0 6.4 0.2
Dilithium-3 1952 3293 16.7 0.0 16.9 0.2

Demonstrator only, further optimizations are possible
(such as hardware accelerated SHA-3)

)

(/

Signature verification only required once for installation!
—~

O, During boot the signature verification can be replaced with a check
(@] of the Reference Proof of Authenticity

Bos, Carlson, Renes, Rotaru, Sprenkels, Waters;

29 | NXP | Public Post-Quantum Secure Boot on Vehicle Network Processors. Embedded Security in Cars. Escar 2022




Conclusions

-5

>

£=3o
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ML-KEM, ML-DSA ready for adoption in general-
purpose cryptolibs

SP 800-208 & SLH-DSA ready for adoption in software /
firmmware signing

Migration recommended by governments

(NSA, BSI, ANSSI, many others!)
* Harvest-now Decrypt-later

- Software [ Firmware Signing

« + More use cases in a phased [ hybrid migration!

NXP has been working to resolving practical challenges for

8+ years!
- Algorithm design (ML-KEM)

+ Low-memory implementations
- Protection against Side-Channel Analysis (SCA) and Fault Injection (FI)

« Hardware acceleration (SHA-3)




Get in touch

Joppe W. Bos
joppe.bos@nxp.com

nxp.com
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