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Abstract—One of the main challenges of residential demandside management (DSM) is achieving enough aggregated flexibility to participate in the different energy markets. Aggregators
enable such operation by managing a large portfolio of individual
customers. However, this also involves a continuous flow of
information from the individual users to the Aggregator. Due
to the sensitive nature of energy data, from which behaviour
and usage patterns can be inferred easily, not every customer
is willing to share this information. What is more, considering
the current efforts to protect personal data, the limitation
of data collection and exposure should be a priority of any
modern system. To achieve such functionality, this work presents
a novel privacy-friendly aggregation algorithm that combines
market-based control (MBC), public-key cryptography and secret
sharing, with the goal to provide the same energy aggregation
services but without revealing the individual user profiles.
Index Terms—data privacy, demand-side management, energy
flexibility, public-key cryptography

I. I NTRODUCTION
With increasing production volumes coming from renewable
sources, and bidirectional power flows in the network, demand
side management (DSM) is an effective tool that transmission/distribution system operators (TSO/DSO) can employ to
balance the network. Operators interact with end consumers,
so they increase, decrease, or reschedule certain loads [1].
Since the energy volumes that residential consumers can
provide are relatively low, users must rely on an intermediary
party, generally known as the Aggregator. Its task is to manage
the aggregated flexibility of a group of households [2].
The problem lies in the amount of sensitive information
contained in residential energy data. As non-intrusive load
monitoring (NILM) techniques have demonstrated, usage patterns can be inferred from household measurements [3], [4].
Hence, not every costumer is willing to share their energy
data, which results in a low acceptance of DSM strategies in
the residential sector [5]. Besides, there are also international
regulations, such as the GDPR in Europe [6], concerning the
amount of data that can be collected from individual users.
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Privacy concerns can be mitigated by performing meaningful computations on encrypted data. The concept was introduced in the 1970s [7] but it was not instantiated concretely
until 2009 in the form of fully homomorphic encryption
(FHE) [8]. This technique allows an untrusted party to carry
out any arbitrary computation on encrypted data without
learning anything. However, for the application considered
in this work, where only aggregation is needed, privacyconcerns can be tackled much more efficiently by simply
making use of standardised public-key cryptography schemes
(such as RSA [7] or elliptic curve cryptography [9], [10]), and
computation on shares. This last technique relies on the idea of
splitting up the data so, when every share is combined again,
the original information is revealed [11]. This work combines
such cryptographic schemes with market-based control (MBC)
algorithms to unlock a privacy-friendly energy trading.
II. BACKGROUND :T HREE - STEP APPROACH
The privacy-friendly aggregation is implemented as an
extension of [12], which proposed a MBC three-step approach
(TSA) for controlling a fleet of electrical vehicles (EVs).
A. Step 1: Constraints aggregation
The first step is aggregating the local constraints of each
home energy management system (HEMS) i in the set of
HEMSs, H = {1, . . . , H}. This step represents the core
issue, as we want to prevent the Aggregator from learning
the individual flexibility representations.
In the most generic case, each HEMS i provides the Aggregator with a set of vectors representing the maximum Eimax
and minimum Eimin energy boundaries, as well as, optionally,
the maximum Pimax and minimum Pimin power constraints.
The length of these vectors will depend on the step interval
∆t over the samples in the time horizon t ∈ T = {1, . . . , T }.
In addition, a power demand constraints vector Pidem is
used to represent the control range over a set of priority
values. In previous studies [12], this priority was expressed as
the piece-wise linear bidding function f i (p, pi∗ ) in (1), which
depends on the priority range p ∈ [0, 1] and the so-called
corner priority of the load pi∗ . The number of samples in this
vector is conditioned by the selected priority resolution ∆p.
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peq = argmin |Pdem (p) − P (t = 1)|
(1)
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Pidem = Pdem
|Pdem
= f i (p, pi∗ ) ∀p ∈ [0, 1]
Collecting all the vectors mentioned above, the generic set
of constraints Li that a given HEMS i sends to the Aggregator
will then be expressed as in (2).

Li = Eimax , Eimin , Pimax , Pimin , Pidem

(2)

The goal of the Aggregator is to obtain an aggregated
representation of these constraints as:
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B. Step 2: Aggregated optimisation
Using the aggregated constraints in Step 1, the Aggregator is
capable of optimising the flexibility use. The objective function
might vary slightly depending on the target market (e.g. dayahead, intra-day, imbalance, ancillary services, etc.). However,
the problem is generically expressed as:
min C (P (t)) , such that
P (t)

Pmin (t) ≤ P (t) ≤ Pmax (t),
Emin (t) ≤ E(t) ≤ Emax (t),
E(t) = E(t − 1) + P (t) · ∆t,

∀t ∈ {0, ..., T },
∀t ∈ {0, ..., T },
∀t ∈ {1, ..., T }

(5)

p∈[0,1]

(4)

where C(P (t)) represents an arbitrary cost function for each
aggregated power set point P (t). This power is constrained
by the aggregated Pmax and Pmin boundaries calculated in
step 1. Likewise, the total energy E(t) is also constrained by
Emax and Emin . An ideal battery model is assumed (4).
At this stage, only aggregated power and energy constraints
are used. Thus, limited amount of sensitive information is revealed, as long as the number of aggregated units is significant
enough, and provided reasonable values for individual inputs.
C. Step 3: Dispatch
From the optimal aggregated power profile P (t) calculated
in step 2, the Aggregator must dispatch the control signals for
the individual assets. Following the MBC methodology, this is
carried out using an equilibrium signal peq , which each HEMS
can use for steering its local loads. The equilibrium set point
is derived as in (5) using the aggregated power demand vector
Pdem and the first aggregated dispatch power P (t = 1).

The inverse operation is performed locally by each HEMS,
which maps peq into their individual demand constraints Pidem .
Since the aggregated equilibrium set point is shared with all
HEMSs, no privacy issues exist. Thus, our goal is to ensure
that Step 1 is carried out in a privacy-friendly fashion while
maintaining the end-to-end functionality of the TSA.
III. P RIVACY- FRIENDLY AGGREGATION ALGORITHM
The TSA aggregation algorithm has been expanded with
public-key cryptography and secret sharing in the form of
additive random shares. In this way, the Aggregator has only
access to the aggregated constraints L but does not learn
anything about the individual data Li .
The solution relies on at least one intermediate 3rd party
to perform a privacy-friendly aggregation. This role can be
played by a non-trusted entity, as it would not learn anything
from the data. Since the only tasks of these entities is to
calculate partial additions, the name Adder will be used.
In a setup-phase, the Aggregator generates a public/private
key-pair using the standardised RSA scheme [13]. The publickey is provisioned securely to each individual HEMS. Additionally, an important requirement of this solution is that the
3rd party/parties must not collude with the Aggregator.
A. Single 3rd party
The simplest approach is to use a single Adder. To guarantee
privacy, every HEMS split its data into two parts. Since each
HEMS represents its data as a set of constraints Li , this
operation implies splitting every element of each vector. The
notation mi [n] is used to indicate any element of a constraints
vector for the ith HEMS. The index [n] indicates that an
element-wise operation is performed. The random sampling
and addition/subtraction
operations on shares are done in the

field mod 264 for 64-bit inputs, with values that are scaled
in an appropriate integer-range for the target use-case.
Since only the computation of the sum is needed one
can efficiently achieve a privacy-friendly solution. Start by
sampling a uniform random number ri [n]. Then the element
mi [n] is additively split into (pi1 [n], pi2 [n]) as
pi1 [n] = ri [n],

pi2 [n] = mi [n] − ri [n]

(6)

In this way, two shares pi1 and pi2 are generated for each
element mi such that pi1 [n] + pi2 [n] = mi [n]. Note, however,
that a single of those shares holds no information on mi [n]
(information-theoretical security). Next, one of these shares
(e.g. pi2 ) is encrypted using the pre-provisioned public key
from the Aggregator.
ci [n] = Enc(pi2 [n])

(7)

Applying (6) and (7), each vector of constraints will be
represented as two vectors, (i) a vector of plaintexts pi1 [n], and
(ii) a vector of ciphertexts ci [n]. Each of these vectors has the
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same dimensions as the original. Once this operation is carried
out for every vector in the set Li , the plaintexts/ciphertexts
vectors pairs are forwarded to the Adder as shown in Fig. 1.
Since the Adder does not have access to the private key
of the Aggregator it cannot decrypt the ciphertext ci [n].
Moreover, the Adder cannot infer any useful information from
the individual pi1 [n] since these are just uniformly-distributed
random values. The role of the Adder is to compute the sum
S[n] of the plaintext shares of all HEMS vectors as in (8) and
forward the ciphertexts and this sum S[n] to the Aggregator.

This has two advantages. First, A independent Adders
means the Aggregator would have to collude with all them
to gain access to individual data. Furthermore, the additional
encrypted share guarantees that even if Adders collude among
them, they will not learn any individual constraints vectors.
The equations for the plaintext sum Sa [n] in each Adder
and the Aggregator sum ST [n] are given as (11) and (12).
Sa [n] =

H
X

pia [n]

(11)
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S[n] =

H
X

pi1 [n]

(8)

i=1

ST [n] =

A
X
a=1

Finally, the Aggregator receives for each constraints vector,
the
shares S[n] and the set of ciphertexts
 1 sum 2of the plaintext
c [n], c [n], . . . , cH [n] . Using its private key, the Aggregator then decrypts the ciphertexts and adds the corresponding
plaintexts and eventually calculates the total sum ST [n] for
each constraints vector.
ST [n] = S[n] +

H
X

Dec(ci [n])

i=1

This aggregated constraints set is equivalent to the original
L, so Steps 2 and 3 of the TSA can be performed in the same
way. Moreover, assuming the Aggregator did not collude with
the Adder, neither will learn anything about the individual Li .
B. Multiple 3rd parties
The approach from Section III-A can be generalised to
multiple Adders. Considering A as the number of available
Adders, each HEMS i will split each element mi [n] into
A + 1 additive shares as indicated in (9). One of these
shares
as illustrated in (10). The set of shares,
 i i is encrypted
p1 , p2 , . . . , piA+1 , is exchanged as illustrated in Fig. 2.
pij [n] = rji [n], ∀ j = 1, . . . , A,
piA+1 [n] = mi [n] −

A
X

rji [n]

(9)

Sa [n] +

H
X

Dec(ci [n])

(12)

i=1

It should be highlighted that the encryption can be applied
to any of the A + 1 shares. Moreover, the ciphertexts vectors
can be forwarded directly to the Aggregator or to any Adder.
Finally, an interesting result of this generic formulation
is its applicability to a scenario where instead of using A
intermediate 3rd parties, their role is taken over by the HEMSs
which implement a multi-party computation (MPC). This
simply means that A = H. However, the challege here is to
deploy the necessary communication channels among HEMSs.
IV. E VALUATION
To assess the feasibility and performance of the privacyfriendly aggregation algorithm, a proof-of-concept (PoC) implementation was developed. The PoC is comprised of the
three actors, namely, HEMSs, Adders and Aggregator.
The architecture is shown in Fig. 3. The entities communicate using the MQTT protocol secured with TLS. The topics
on which each entity publishes are denoted by solid arrows,
while subscriptions are dashed arrows. The client certificates
limit the topics to which each entity has access.
Each entity was containerised using Docker. Subsequently,
the entire solution was deployed on a Kubernetes cluster1 ,
where the algorithm parameters, as well as the number of
entities (i.e. replicas) could be modified to simulate multiple HEMSs or Adders. Additionally, a time series database

j=1

ci [n] = Enc(piA+1 [n])

(10)

1 The Kubernetes cluster (v1.17.7) runs on Azure and uses the type
Standard D2 v3 with 2 vCPU (Intel Xeon) and 8 GiB memory per VM.

(a) Aggregated energy limits and trajectory at the Aggregator.

Fig. 3. Communication architecture between the elements in the PoC.

(Timescale DB) for capturing the algorithm results, a monitoring utility (Prometheus), and a graphical dashboard client
(Grafana) were attached for complementary metrics.
A. Simulation scenario
The first step was to verify the system is operating as expected. A base scenario, consisting of 30 HEMSs that control
the charging schedule of local EVs was selected for the test.
Each EV was randomly assigned with a maximum capacity
[20 − 40 kWh] and a maximum charging rate [3.3 − 6.6 kW].
Likewise, for each simulated day an arbitrary target charge
level and time of departure was selected. The goal of the
optimisation at the Aggregator was charging at the cheapest
cost when subjected to variable energy prices.
In Fig. 4, the recorded energy limits and trajectories for the
Aggregator (a) and sample power profiles of three HEMSs
(b) are shown. On the Aggregator side, we can verify that
the aggregated maximum (red) and minimum (green) energy
constraints are used and enforced during charging scheduled
(blue). Moreover, these set points follow the varying energy
tariff (grey dashed line), charging when the prices are low.
With regard to the HEMSs, their individual energy and
power profiles and constraints can only be accessed locally
and are unknown to the Aggregator or Adder. In Fig. 4(b),
we selected only three HEMSs to illustrate this behaviour. In
addition, the dashed grey line shows their aggregated trend. It
can be seen that inferring the individual charging schedule of
a particular HEMS is quite challenging even with just 3 units.
Finally, concerning the Adder, its sole purpose is to assist
in the aggregation of the individual HEMS constraints, so the
Aggregator can only learn the total sum. Nevertheless, the
Adder does not learn anything about the underlying patterns
or users’ data. This is clearly demonstrated in Fig. 4(c),
where the plaintexts sum for the minimum and maximum
energy constraints is represented. As expected, the Adder only
perceives random numbers from which it is impossible to infer
any individual information.
B. Scalability and impact of time resolution
This approach is computationally demanding as it requires
encryption and decryption operations along several vectors for
each HEMS. Furthermore, the length of those vectors increases

(b) Individual charging patterns for three selected HEMSs.

(c) Plaintext sum calculated by the Adder.
Fig. 4. TSA for 30 HEMSs using the privacy-preserving scheme.

with the time horizon Thor , step interval ∆t, and priority
resolution ∆p selected for the optimisation.
Considering
(2),


the number of encryption operations n Enci (x) is given as:


n Enci (x) =


nvec ×

Thor
∆t




1
+ nEvec +
∆p

(13)

where nvec is the number of energy and power constraints
vectors, while nEvec only considers the number of energy constraints vectors. Eq. (13) applies to every HEMS. Hence, the
number of decryption operations performed by the Aggregator
n [Dec(c)] can be expressed as:


n [Dec(c)] = H × n Enci (x)
Fig. 5 and Fig. 6 show encryption and decryption times
when increasing the number of HEMSs and decreasing the
step interval ∆t. The time horizon (Thor ) was fixed to 24
hours, and the priority resolution (∆p) equals 0.01.
Fig. 5(a) demonstrates that increasing the number of HEMSs
(orange) does not affect the individual encryption times at
each HEMS since these are independent units. Regarding the
decryption at the Aggregator (b), a linear increment in the

crease the decryption time, but also reduces the available time
for performing such operations. For instance, the decryption
of 5 HEMSs with 1-hour resolution takes an average of 2.8
seconds, meaning that each hour more than 1200 HEMSs
could be aggregated. However, when the time interval is
reduced to 15 minutes, the decryption time increases up to
6.3 seconds, which reduces the aggregation possibilities to
approximately 140 HEMSs every 15 minutes.
(a) Encryption wall-clock times for the HEMSs.

(b) Decryption wall-clock time for the Aggregator.
Fig. 5. En/Decryption operations when increasing the number of HEMSs
(one extra HEMS is added daily).

V. C ONCLUSIONS AND FUTURE WORK
This privacy-friendly aggregation algorithm based on the
TSA offers the same benefits and scalability as the original
solution. However, it drastically limits the amount of data that
the Aggregator can learn from the individual users.
One or more additional 3rd Adder(s) and public-key operations are needed, which result in additional computational
requirements. Nevertheless, well-established public-key algorithms such as RSA are easier to implement and more efficient
that other common privacy techniques such as FHE. Moreover,
the simplicity and non-trusted nature of the Adders offers a
wide range of alternatives for its deployment.
Currently, alternatives without intermediate 3rd parties are
also being studied, such as multi-party computation among the
participant HEMSs, as introduced at the end of Section III.
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(a) Encryption wall-clock times for a sample HEMS.

(b) Decryption wall-clock time for the Aggregator.
Fig. 6. En/Decryption operations when decreasing the step interval ∆t
(simulation of 12 days per interval [60, 30, and 15 minutes]).
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